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Realities

Ide
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1) Identity is the Core 2) Borders Don’t Matter 3) Applications Evolve

If Identity Isn’t Right: » Key stakeholders are * New software, platforms,

* Business processes stop both inside and outside and applications

. Access control breake the company « Organizations don’t want
* Extranet and intranet to be locked in - they

* Account provisioning
slows

 Security audits fail

applications blend need to remain versatile
together
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What is IAM — Simplistic View

Fundamental concept of IAM is to provide common
infrastructure for managing identities and privileges.

@ What may | do ?
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User Management and Access
Management...What’s the

|
Difference?
- 4
Identity
Management Corporate Applications

User Access

Management Management
John C.
Smith

*Who is this user

Collect, - Attributes about the user ) Validate
Approve (phone number, address, ?
’ e-mail, etc) Apply
Iss_ue and *What is the user’s role in and Audit
Maintain the organization (title,
< function, responsibilities) > *Corporate
*One identity _ access control
] *What corporate systems is rules
‘Register once he/she authorized to
through access? *Grant access
stringent U ¢ t basid on usc;r
process eUser sell-managemen attributes an
N— capabilities — access rules

allstream.

!




A process view — ldentity Lifecy

nro reation
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Creation of the Identity Propagation of Identity to
Issuance of Credentials intended services. Assign

Ongoing management of Application Logon with
roles and entitlements

A perpetual process
managing change which
grows in complexity as
scale increases
A critical and time
sensitive stage of the
process that is often

Requires degrees of rigor
depending upon the
intended use.

Credential is inspected
and access details
derived in order to grant
privileges within an
application
Single SignOn achievable

Provisioning and Meta
Directory solutions enable
this — as do client self
serve in the web

Complexity increases
when you are reaching

Underlying Business Processes, Policies, and Audit



Integrated IDM — A Component
view
A LAY Oy Ay y 4

Identity Assurance Authentication/Authorization

User/ Identity Repository
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Roadmap for Identity Management

Web Identity Mgmt

Role Based Access Control
Delegated Administration
Self- Service

Web Single Sign On (SSO)

Employee Intranet

)

Centralized Web
Identity Mgmt

SSO to Enterprise Apps
Partner Portals

Remote Access

Enterprise Identity Mgmt Federation

Centralized Account
Management

Provisioning
Workflow

Password Management §
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Ubiquity
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